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China accounted for 30% of the global BPO 
market in 2016 and has aggressively 
positioned itself as a top outsourcing 
location. China’s growing back-office service 
offerings to the US and UK and near-shore 
markets of Japan and South Korea, in 
addition to major gains in educational skills 
and cultural adaptability has resulted in 
China closing in on India, the largest BPO 
provider. How can you take advantage of 
this market opportunity by proactively 
providing existing and potential customers 
trust in your processes and controls?
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Introduction to SOC 1, SOC 2, 
and SOC 3

Companies have increasingly looked to 
outsourcing over the past few decades as a 
means of reducing costs and improving 
processing efficiency. From 2010 to 2016, the 
size of the Asia Pacific region business 
process outsourcing market has increased by 
74.04% 1. The growing rates of adoption of 
software as a service, platform as a service, 
and other cloud-based infrastructure models 
to store customers’ sensitive information will 
continue to drive increases in outsourcing. 

The increase in outsourcing directly 
increases the risk carried by the user entities, 
creating a need to demonstrate control is 
maintained at all times. One of the most 
common mechanism to do this is through the 
request the third party or “service 
organisation” for an independent reporting 
on the effectiveness of the internal controls 
operating at the service organisation.

The well-known SSAE16 reports (or SOC 1, 
akin to ISAE 3402/HKSAE 3402 reports) are 
designed to provide reasonable or limited 
assurance relating to internal controls over 
financial reporting (ICFR), only and are 
aimed to cater for user entities’ auditors 
needs primarily. However they do not cover 
broader operational and compliance control 
needs for user entities. To answer to this 
limitation, the American Institute of CPAs 
(AICPA) and the Canadian Institute of 
Chartered Accountants (CICA) have created 
two reporting vehicles to meet this need: 
SOC 2 and SOC 3. 

As described in this paper, SOC 2 and SOC 3 
reports use the Trust Services Principles 
and Criteria as a framework for reporting 
on a service organisation’s operational  
and compliance controls relevant to  
user organisations.

SOC 2 and SOC 3 reports provide 
companies with an option to obtain the 
assurance they need over compliance 
and operational controls for functions 
they outsource to third parties.

What is the basic difference 
between SOC 1, 2, and 3 reports?

Reporting on internal controls 
over financial reporting:

SOC 1: A direct replacement for the 
Statement on Auditing Standards No. 70, 
Service Organisations, report, a SOC 1 
report opines on controls operating at a 
service organisation that have a direct 
impact on user entities’ ICFR. SOC 1 reports 
are not permitted to report on controls 
beyond ICFR. Because SOC 1 reports are 
more common in the marketplace, the focus 
of this paper is on SOC 2 and SOC 3 reports.

Reporting on internal controls 
beyond financial reporting:

SOC 2: A SOC 2 report provides reporting 
options beyond ICFR. A SOC 2 opines on 
controls relevant to security, availability, 
processing integrity, confidentiality, and/or 
privacy (referred to in total as the Trust 
Services Principles) at a service 
organisation and does so in a format similar 
in detail to a SOC 1 report.

SOC 3: A SOC 3 report is very similar to a 
SOC 2 but with a few main differences, such 
as (1) the information presented in a SOC 3 
report is truncated (no controls, test 
procedures, or results) and (2) distribution 
of the SOC 3 report is unrestricted-
meaning, it can be shared with anyone.

This paper explores the appropriate 
application and content of SOC 2 and  
SOC 3 reports. 

1 IDC Worldwide BPO Services Revenue by Region, 2005-2016, April 2012 and PwC analysis
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A SOC report can be issued as a Type 1  
(point in time opinion addressing mainly the 
design of the controls) or a Type 2 (opinion 
spanning a defined period of time to address 
operating effectiveness).

SOC reports compared 

Reporting  
option

ISAE 3402/SOC 1 SOC 2 SOC 3

Purpose Opinion on Design (Type 1) 
and Design/Operation 
(Type 2), including 
description of our testing 
procedures and results.

A single deliverable to address 
demands from trading partners 
on the company’s operations, 
including description of our 
testing procedures and results.

Similar to SOC 2 but 
with less information; 
does not include 
controls, test 
procedures or results. 
Allows dual reporting 
with SOC 2.

Scope Control Objectives 
relevant to internal control 
over financial reporting.

Non-financial controls 
assessed on the basis of the 
Trust Principles relevant to 
the subject matter (can be 
only some principles).

Non-financial controls 
assessed on the  
basis of the Trust 
Principles relevant to 
the subject matter.

Intended  
audience

Limited distribution 
customer and their auditors.

Limited distribution 
customers, auditors, 
regulators: to be specified in 
the report.

Intended to assist in 
client marketing. 
Unrestricted distribution. 

Benefits • Familiarity in the  
market place;

• Transparency on the 
system description, the 
controls, the test 
procedures and the 
results thereof;

• Restricted in use to the 
user entity and  
their auditors.

• Provides a level of 
transparency similar to that 
of a SOC 1; specifically 
description of the system, 
test procedures and results

• Restricted in use to the user 
entity, its auditors and other 
specified parties that have 
knowledge of the system

• General distribution of 
the report yields 
marketing benefits;

• Abbreviated report 
without auditors’ 
testing and results.

Opinion • Whether the description of the service organisation’s 
system is presented fairly;

• Whether the controls are suitably designed to provide 
reasonable assurance that the applicable control 
objectives/Trust Services criteria would be met if the 
controls operated effectively;

• For Type 2 reports, whether the controls were operating 
effectively during a defined period to achieve /meet 
applicable control objectives /Trust Services criteria.

Whether the entity 
maintained effective 
controls over its system 
as it relates to the Trust 
Services Principle(s) 
being reported on.

The following table compares the purpose and benefits of the different SOC reports:
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Trust Services Principles  
and Criteria

SOC 2 and SOC 3 reports use the same framework: the Trust Services Principles and 
Criteria. There are five Trust Services Principles. The five Trust Principles are:

Principles

Security The system is protected against unauthorised access (both logical and 
physical access), use or modification.

Availability The system is available for operation and use as committed or agreed.

The availability principle refers to the accessibility of the system, products, 
or services as committed by contract, service-level agreement, or  
other agreements.

Processing integrity System processing is complete, valid, accurate, timely, and authorised.

Confidentiality Information designated as confidential is protected as committed or agreed.

Privacy Personal information is collected, used, retained, disclosed and disposed 
of in conformity with the commitments in the entity’s privacy notice and 
with criteria set forth in the GAPP issued by AICA and CICA (this are 
expected to be modified in summer 2016).

Each Principle is supported by defined 
criteria that must be met in order to have a 
suitably designed system in place. This 
defined criteria has been updated by the 
AICPA in December 2014, aiming to 
increase clarity and reduce redundancy, 
based on feedback from user entities  
and auditors. 

Many of the criteria applied in the 
evaluation of a system are shared among all 
of the principles, for example the criteria 
relevant to risk management apply to 
security, availability, processing integrity, 
confidentiality and privacy principles. 

As a result, the criteria for the security, 
availability, processing integrity, and 
confidentiality principles are organised into 
(1) the criteria that are applicable to all four 
principles (common criteria) and (2) criteria 
applicable only to a single principle. The 
common criteria constitute the complete set 
of criteria for the security principle. For the 
principles of availability, processing 
integrity, and confidentiality, a complete set 
of criteria is comprised of all of the common 
criteria and all of the criteria applicable to 
the principle(s) being reported on.

The privacy principle is being revised and 
reporting on the privacy principle is not 
currently affected by alignment to the 
common criteria.

Note: it is expected the AICPA will publish a 
revised criteria for the Privacy Principle in 
the summer of 2016 2. 

2 See our paper “The new SOC 2 privacy principle guidelines: What do you need to know?”
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The common criteria are organised into seven categories that align with the key concepts 
of the Committee of Sponsoring Organisations of the Treadway Commission’s framework 
(COSO).

Organisation and 
management

The criteria relevant to how the organisation is structured and the 
processes the organi sation has implemented to manage and 
support people within its operating units. This includes criteria 
addressing accountability, integrity, ethical values and qualifications 
of personnel, and the environment in which they function.

Communications

The criteria relevant to how the organisation communicates its 
policies, processes, procedures, commitments, and requirements to 
authorised users and other parties of the system and the obligations 
of those parties and users to the effective operation of the system.

Risk management 
and design and 
implementation  
of controls

The criteria relevant to how the entity (1) identifies potential risks 
that would affect ability to achieve its objectives, (2) analyses those 
risks, (3) develops responses to those risks including the design 
and implementation of controls and other risk mitigating actions, 
and (4) conducts ongoing monitoring of risks and the risk 
management process.

Monitoring of 
controls

The criteria relevant to how the entity monitors the system, including 
the suitability, and design and operating effectiveness of the 
controls, and takes action to address deficiencies identified.

Logical and 
physical access 
controls

The criteria relevant to how the organisation restricts logical and 
physical access to the system, provides and removes that access, 
and prevents unauthorised access to meet the criteria for the 
principle(s) addressed in the engagement.

System  
operations

The criteria relevant to how the organisation manages the execution 
of system procedures and detects and mitigates processing 
deviations, including logical and physical security deviations, to meet 
the objective(s) of the principle(s) addressed in the engagement.

Change  
management

The criteria relevant to how the organisation identifies the need for 
changes to the system, makes the changes following a controlled 
change management process, and prevents unauthorised changes 
from being made to meet the criteria for the principle(s) addressed in 
the engagement.
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Trust Services Reporting

The Trust Services Principles to be reported 
on are selected by the service organisation, 
meaning that the service organisation can 
select any single Trust Services 
Principle or a combination of Trust 
Services Principles to be included in the 
scope of its SOC 2 or SOC 3 report. Such 
flexibility creates unique advantage by 
enabling service organisations to 
strategically assess its organisational 
components and to target the principles 
that are of greatest interest to its existing 
and potential user entities.

Once a principle is included in the scope, all 
related criteria are required to be addressed 
by the SOC 2 or SOC 3 report.

Comparison of users of  
the reports

SOC 2: SOC 2 reports are intended for 
knowledgeable parties and stakeholders 
with broad understanding of internal 
controls and their limitations, of the 
specific services being provided and of the 
ways that user entities use the 
organisation’s system and that potential 
user entities could use it. Those users could 
include, but are not limited to:

• Management of the service organisation;

• Existing customers;

• Prospective customers;

• Regulatory bodies.

SOC 3: SOC 3 reports are general use 
reports, which means anyone can be a user 
of these reports.

Testing and content of the SOC 2 
and SOC 3 reports

The scope can be the same, but the SOC 3 
report contains less detail than SOC 2 
reports do and they are often valued for 
their marketing benefits. SOC 3 reports do 
not contain detailed description of the 

service organisation’s system, nor do they 
contain description of the service auditors’ 
tests of operating effectiveness or results 
of those tests.

As part of both reports, the service 
organisation provides a management 
assertion, which gets validated by the 
service auditor and which must include the 
following five components: infrastructure, 
software, people, procedure and data.

Components of the Service 
Organisation’s system

Infrastructure

The physical components of a system (facilities, 
equipment and networks)

Software
The programmes and operating software of a 
system (system, applications and utilities)

People
The personnel involved in the operation of  
a system (developers, operators, users  
and managers)

Procedure
The programmed and manual procedures 
involved in the operation of a system (automated 
and manual)

Data
The information used and supported by a  
system (transactions, streams, files, databases 
and tables)
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SOC 2 reporting  
observations and trends

Demand for SOC 2 reports

Demand for SOC 2 reports is greatly 
increasing around the world and unlike 
demand for SOC 1 reports, SOC 2 reports 
demand is driven mainly by user entities’ 
technology, risk management, operations 
and line of business functions. Service 
organisations should always seek to 
understand the reasons for the requests 
they receive from their user entities because 
such understanding helps facilitate the 
structuring of the principles in the report.

Starting with security

We have seen that most companies are 
opting to report on one or two Trust 
Services Principles in their first SOC 2 
report and these are usually Security and 
one other principle, if required. Such a 
practical and measured approach has 
enabled clients to focus on meeting the 
criteria for each selected principle while 
continuing to strengthen their business’ 
maturity in other areas so as to better 
position themselves to increase the scope of 
their reports in future reporting cycles, if 
necessary. Year over year, service 
organisations can consider adding new 
processes, facilities or principle to the 
scope of their reports. Generally the 
decision to add to the scope of the SOC 2 
reports results from explicit requests from 
user entities, changes in the business risks 
or from changes in the organisation’s 
products and services. 

Privacy

The complexity of the Privacy Principle and 
related criteria as well as the high level of 
effort required from the service 
organisation and the respective service 
auditor has led many organisations to avoid 
or delay including this principle in their 
reports. Therefore, very few reports that 
include the Privacy Principle have been 
issued to date. 

To date, the most common reporting 
request is for the Security Principle, 
followed by the Availability Principle. 

Clients attempting to achieve 
compliance with the Privacy Principle 
have required the most preparation 
because of the depth and breadth 
associated with this principle. The 
AICPA is aiming to simplify the criteria 
with new guidelines to be released in 
the summer of 2016.

Dual reporting

Occasionally, service organisations request 
that SOC 2 and SOC 3 reports be issued for 
the same environment. Service 
organisations are finding that by having 
both reports issued, they can provide 
current user entities with the level of detail 
they require in the SOC 2 report while using 
the SOC 3 report for marketing purposes. 
This helps differentiate themselves from  
the competition.
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Determining the right fit

When a company is deciding on the most 
appropriate reporting option, the first 
question to ask is whether the existing 
control report, or lack thereof, is satisfying 
users’ needs. If the entities’ focus is limited 
to internal controls over financial reporting, 
a SOC 1 report may be sufficient.

If a user is concerned about processes that 
are not related to financial reporting, 
including security, availability, processing 
integrity, confidentiality or privacy, a SOC 2 
or SOC 3 report would be a better fit. In 
situations where a SOC 2 or a SOC 3 report 
has been determined to be the right solution 
based on users’ needs, an evaluation should 
be made about whether users will need 
detail around the system description, the 
tests performed by the auditor, and the 
results of the testing performed. If that level 
of detail is determined to be required, a 
SOC 2 would be appropriate. If a branded 
report without all the details would be 
adequate, a SOC 3 may be the right choice.

What if a SOC 2 report could cover almost everything you need?

If you or your customers believe that the Trust Services Principles and Criteria cover most 
of your colleactive areas of concern, but the framework is still missing certain areas that 
you would want to include in a SOC 2 report (e.g. system development life cycle controls, 
vendor management controls, etc.), you may be interested in our companion thought 
leadership piece entitled “Vendor Controls Assurance (SOC 2+): a cost effective 
approach to building customers’ trust.” 

This article presents a new controls reporting solution that builds upon the SOC 2 framework 
and provides vendors/service organisations with an opportunity to further reduce costs, 
decrease customer audits and differentiate itself from its peers. 

What’s next?

Executing the engagement

When an organisation plans to issue a  
SOC 2 or a SOC 3 report, we typically 
recommend a phased approach from 
readiness through to the ultimately 
execution of a type 2 engagement. The 
phased approach to obtain a SOC 2 or SOC 3 
report help: 

• Properly define customers’ reporting 
needs and expectations;

• Identify and assess appropriate controls;

• Pave the way for an efficient SOC 
engagement; and

• Minimise the potential risk of exceptions 
being reported.
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Although the service auditor can assist in any or all of the following phases, the typical 
progression of phases that an organisation goes through is as follows.

Phase 1

Phase 2

Phase 4

Phase 3

Phase 5

Determine the reporting type: 
Discussed earlier, this includes 
determining your reporting objectives 
and agreeing on the appropriate 
report type and Trust Services 
Principles for inclusion. Readiness assessment: The 

primary benefits of a readiness 
assessment are to assess the 
current-state environment, 
identify relevant controls, and 
reduce the risk of reporting 
exceptions in the final report. The 
service auditor will work to 
understand your current control 
environment, identify any gaps in 
your control environment, and 
provide recommendations to 
address any gaps identified.

Type 1 report: An attestation 
engagement is performed over 
the agreed-upon Trust Services 
principles. The auditor will 
perform testing over 
management’s control activities, 
and an opinion will be issued 
regarding whether those controls 
are suitably designed and placed 
in operation as of a point in time 
(e.g. 31 December 201X).

Management remediation:  
Using the results of the readiness 
assessment, management develops 
and implements remediation plans in 
order to be ready for reporting. The 
service auditor can assist 
management throughout this 
process by providing advice and 
reviewing the remediation plans 
developed and implemented  
by management.

Type 2 report: An attestation engagement is 
performed over the agreed-upon Trust 
Services Principles. The auditor will perform 
testing over management’s control activities, 
and an opinion will be issued regarding 
whether controls are suitably designed, 
placed in operation, and

Aoperating effectively for a period of time. 
The testing required for a type 2 report is 
significantly more than a type 1 in order for 
the service organisation to demonstrate the 
consistent operation over a period of time 
(e.g. January 1, 2013-December 31, 2013).
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Contacts

Clarity over service providers’ controls can go far to strengthen your brand and operations. 
PwC offers a full range of service organisation control reports. By developing and 
delivering an independent and customised attestation, we pave the way so a service 
organisation can approach both existing and prospective customers with confidence- and 
vigorously convey the trust and transparency that those customers need and expect. In 
providing those assurances, PwC frees organisations to focus on areas that serve to drive a  
business forward.

To have a deeper conversation on SOC reporting and on Trust Services Principles and 
Criteria, contact:

Nick Hamer

Third Party Trust China and Hong Kong Leader

+852 2289 8545

nick.j.hamer@hk.pwc.com

Aileen Wang

Partner, Shanghai

+86 (21) 2323 6655

aileen.wang@cn.pwc.com

Albert Lam

Partner, Beijing

+86 (10) 6533 7923

albert.t.lam@cn.pwc.com 
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