
SWIFT Customer Security Programme
Financial institutions and corporate treasury functions should remain 
vigilant and proactive in protecting their payment infrastructure from 
emerging cyber-threats

1. Secure your environment
• To strengthen the data 

confidentiality, integrity, and 
authentication by enhancing 
the security controls over 
internal and external factors.

2. Know and Limit Access
• To limit the number of data 

access points by introducing the 
“need-to-know” basis to protect 
confidential or sensitive data not 
to be exposed to excessive or 
unnecessary access. Only those 
individuals who have legitimate 
reasons and have been 
approved to access that 
information would be allowed to 
access it.

3. Detect and Respond
• To implement integrity check and anomalous 

detection to identify abnormal activities and potential attacks.
• To establish a response plan and perform related testing to 

prepare for the possibility of security incidents.

Background
In response to a number of high profile security incidents related to the Society for Worldwide Interbank Financial 
Telecommunication (“SWIFT”) payment system that were reported since 2016, SWIFT has introduced the Customer 
Security Programme (“CSP”) with a common set of security controls to its SWIFT customers to foster a more 
secure financial ecosystem. The first version of the CSP was published in October 2016 and it was subsequently 
finalised on 31 March 2017. The CSP consists of a set of mandatory and advisory security controls for different 
types of SWIFT architecture. SWIFT customers are required to implement all of the mandatory security 
controls, and complete self-attestation by 1 January 2018 and on an annual basis thereafter. 

While the CSP is a self-regulated control mechanism introduced by SWIFT, a number of 
financial services regulators have shown strong support in this initiative and expect financial 
institutions to meet the security control requirements set out in the CSP.

Highlights of the SWIFT Customer Security Programme

Key requirements for compliance with the SWIFT CSP highlighted by a local 
banking regulator
(i) Controls protecting SWIFT and wholesale payment operations:

• Implement all of the mandatory security controls set out in the CSP.

• Assess and implement the advisory controls using a risk-based approach.

• Monitor and validate, on an ongoing basis, your SWIFT payment service providers’ compliance situation 
against the CSP control requirements.

(ii) Incident handling and reporting of cyber-attacks:

• Effective incident handling and reporting procedures to deal with cyber-attacks on their SWIFT and 
wholesale payment system with large-value transactions as well as other types of cyber-attacks, covering 
impact assessment, mitigation, response, reporting, escalation, steps for facilitating digital forensic and 
recovery from cyber-attacks. 

• Procedures for reporting promptly to related authorities and any other relevant parties (e.g. SWIFT for the 
case of cyber-attacks on SWIFT payment systems) on suspected and confirmed cyber-attacks, regardless of 
whether the attacks are successful.
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Mandatory and advisory security controls in the SWIFT CSP
The CSP consists of 16 mandatory and 11 advisory security controls that should be implemented by SWIFT customers. All SWIFT
customers must implement all the mandatory security controls as the baseline in their local SWIFT infrastructure environment and
operations, while the advisory controls are good industry practices recommended by SWIFT to be implemented by SWIFT
customers on a risk basis. Over time, both mandatory and advisory security controls may be subject to change due to the evolving
nature of the cyber-threat landscape.

Our journey with you
In the journey of meeting the CSP requirements and providing comfort to your board of directors and senior management, the
following is a range of different areas that PwC can work collaboratively with you to help you better align your current security
controls with the CSP requirements:

If you have any questions on our services, please contact us:

Gary Ng
Partner
Financial Services
+852 2289 2967
gary.kh.ng@hk.pwc.com

Kenneth Wong
Partner 
Cybersecurity National Leader
– China and Hong Kong
+852 2289 2719 
kenneth.ks.wong@hk.pwc.com 
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Controls

Through our Readiness Assessment and Attestation Services, you can understand how your cyber security strategy and controls for
your payment infrastructure stand against the SWFIT CSP requirements, while developing your existing security controls and
identifying potential opportunities to enhance your cyber security posture. Our independent assurance services also allow you to
demonstrate your pro-active determination in managing the increasingly sophisticated threats arose from cyber criminal activities.

About Risk Assurance practice
Providing a blend of assurance and advisory skills, our Risk Assurance practice is able to leverage deep experience from PwC’s
strong footprint in Hong Kong, China and Asia. We have the largest dedicated team in Asia to provide local knowledge and
experience. Our partners and staff are dedicated to providing objective and tailored business insights and solutions to turn payment
industry requirements into opportunities for growth.

SWIFT Customer Security Programme

1. Secure Your
Environment

1. Restrict Internet Access

2. Protect Critical Systems from General IT Environment

3. Reduce Attack Surface and Vulnerabilities

4. Physically Secure the Environment

2. Know & Limit 
Access

5. Prevent Compromise of Credentials

6. Manage Identities and Segregate Privileges

3. Detect & 
Respond

7. Detect Anomalous Activity to Systems or Transaction Records

8. Plan for Incident Response and Information Sharing

SWIFT CSP Readiness Assessment
Identify a set of cyber security controls that align with your business 
and SWIFT Customer Security Programme

SWIFT CSP Attestation Service
Keep your security posture of SWIFT up-to-date and contribute 
to your future success

Assessment preparation
• Socialise the CSP 

requirements with 
your relevant staff

• Understand your business 
and security strategy to 
identify appropriate 
security controls

• Tailor the CSP work 
program to your specific 
payment architecture and 
operational processes

Issue communication
• Provide an overview of 

how you are positioned 
among your peers in the 
payment security 
landscape

• Provide actionable 
recommendations with 
priority targeted at specified 
areas, vulnerabilities and 
their respective controls 
identified

Final reporting
• Retest the remediated 

issues, if any
• Issue our independent 

attestation report on your 
control readiness against 
the CSP requirements to 
help demonstrate your 
compliance posture

Linkage to the next 
SWIFT major release
• Review your capability 

and preparedness 
against the mandatory 
upgrade of the underlying 
technology of SWIFT for 
Release 7.2 in late 2018

Gap analysis
• Conduct gap analysis on 

governance, processes 
and controls for your 
existing SWIFT 
architecture with 
reference to the CSP 
requirements
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SWIFT Customer Security Programme

Financial institutions and corporate treasury functions should remain vigilant and proactive in protecting their payment infrastructure from emerging cyber-threats



1. Secure your environment

To strengthen the data confidentiality, integrity, and authentication by enhancing the security controls over internal and external factors.



2. Know and Limit Access

To limit the number of data access points by introducing the “need-to-know” basis to protect confidential or sensitive data not to be exposed to excessive or unnecessary access. Only those individuals who have legitimate reasons and have been approved to access that information would be allowed to access it.



3. Detect and Respond

To implement integrity check and anomalous 
detection to identify abnormal activities and potential attacks.

To establish a response plan and perform related testing to prepare for the possibility of security incidents.

Background

In response to a number of high profile security incidents related to the Society for Worldwide Interbank Financial Telecommunication (“SWIFT”) payment system that were reported since 2016, SWIFT has introduced the Customer 
Security Programme (“CSP”) with a common set of security controls to its SWIFT customers to foster a more secure financial ecosystem. The first version of the CSP was published in October 2016 and it was subsequently finalised on 31 March 2017. The CSP consists of a set of mandatory and advisory security controls for different types of SWIFT architecture. SWIFT customers are required to implement all of the mandatory security controls, and complete self-attestation by 1 January 2018 and on an annual basis thereafter. 

While the CSP is a self-regulated control mechanism introduced by SWIFT, a number of financial services regulators have shown strong support in this initiative and expect financial institutions to meet the security control requirements set out in the CSP.

Highlights of the SWIFT Customer Security Programme

Key requirements for compliance with the SWIFT CSP highlighted by a local banking regulator

(i) Controls protecting SWIFT and wholesale payment operations:

Implement all of the mandatory security controls set out in the CSP.

Assess and implement the advisory controls using a risk-based approach.

Monitor and validate, on an ongoing basis, your SWIFT payment service providers’ compliance situation against the CSP control requirements.

(ii) Incident handling and reporting of cyber-attacks:

Effective incident handling and reporting procedures to deal with cyber-attacks on their SWIFT and wholesale payment system with large-value transactions as well as other types of cyber-attacks, covering impact assessment, mitigation, response, reporting, escalation, steps for facilitating digital forensic and recovery from cyber-attacks. 

Procedures for reporting promptly to related authorities and any other relevant parties (e.g. SWIFT for the case of cyber-attacks on SWIFT payment systems) on suspected and confirmed cyber-attacks, regardless of whether the attacks are successful.
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Mandatory and advisory security controls in the SWIFT CSP

The CSP consists of 16 mandatory and 11 advisory security controls that should be implemented by SWIFT customers. All SWIFT customers must implement all the mandatory security controls as the baseline in their local SWIFT infrastructure environment and operations, while the advisory controls are good industry practices recommended by SWIFT to be implemented by SWIFT customers on a risk basis. Over time, both mandatory and advisory security controls may be subject to change due to the evolving nature of the cyber-threat landscape. 

Our journey with you

In the journey of meeting the CSP requirements and providing comfort to your board of directors and senior management, the following is a range of different areas that PwC can work collaboratively with you to help you better align your current security controls with the CSP requirements:

 If you have any questions on our services, please contact us:



Gary Ng

Partner
Financial Services
+852 2289 2967
gary.kh.ng@hk.pwc.com

Kenneth Wong

Partner 
Cybersecurity National Leader
– China and Hong Kong
+852 2289 2719 kenneth.ks.wong@hk.pwc.com 
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Controls

Through our Readiness Assessment and Attestation Services, you can understand how your cyber security strategy and controls for your payment infrastructure stand against the SWFIT CSP requirements, while developing your existing security controls and identifying potential opportunities to enhance your cyber security posture. Our independent assurance services also allow you to demonstrate your pro-active determination in managing the increasingly sophisticated threats arose from cyber criminal activities.

About Risk Assurance practice

Providing a blend of assurance and advisory skills, our Risk Assurance practice is able to leverage deep experience from PwC’s strong footprint in Hong Kong, China and Asia. We have the largest dedicated team in Asia to provide local knowledge and experience. Our partners and staff are dedicated to providing objective and tailored business insights and solutions to turn payment industry requirements into opportunities for growth.

 

		SWIFT Customer Security Programme		

		1. Secure Your Environment		1. Restrict Internet Access

				2. Protect Critical Systems from General IT Environment

				3. Reduce Attack Surface and Vulnerabilities

				4. Physically Secure the Environment

		2. Know & Limit Access		5. Prevent Compromise of Credentials

				6. Manage Identities and Segregate Privileges

		3. Detect & Respond		7. Detect Anomalous Activity to Systems or Transaction Records

				8. Plan for Incident Response and Information Sharing



SWIFT CSP Readiness Assessment

Identify a set of cyber security controls that align with your business and SWIFT Customer Security Programme

SWIFT CSP Attestation Service

Keep your security posture of SWIFT up-to-date and contribute to your future success











Assessment preparation

Socialise the CSP requirements with 
your relevant staff

Understand your business and security strategy to identify appropriate security controls

Tailor the CSP work program to your specific payment architecture and operational processes



Issue communication

Provide an overview of how you are positioned among your peers in the payment security landscape

Provide actionable recommendations with priority targeted at specified areas, vulnerabilities and their respective controls identified



Final reporting

Retest the remediated issues, if any

Issue our independent attestation report on your control readiness against the CSP requirements to help demonstrate your compliance posture



Linkage to the next 
SWIFT major release

Review your capability and preparedness 
against the mandatory upgrade of the underlying technology of SWIFT for Release 7.2 in late 2018





Gap analysis

Conduct gap analysis on governance, processes and controls for your existing SWIFT architecture with 
reference to the CSP requirements
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