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Source: Top 7 IoT Business Ideas and IoT Trends in 2019 (cleveroad.com)

https://www.cleveroad.com/blog/iot-trends
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Environmental Social Governance

Reduce energy use Reduce carbon

Waste reductionReduce pollution

Improve safety
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Run on Legacy OS

Difficult to Patch

No Built-in Security

Unchanged Password

Physically accessible
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PHILIPS HUE LIGHT BULB

- ZigBee protocol
- Remote exploit
- Device (bridge) takeover
- Network backdoor

CANON DSLR CAMERA 

- PTP
- Buffer overflow vulnerability
- Malicious firmware install
- Encrypt the pictures

ALL IN ONE PRINTER 

- Fax number
- Device takeover
- Network backdoor

- HomeHack vulnerability
- Account takeover
- Spy on users’ home activities

LG ROBOT VACUUM

2017 2018 2019 2020
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Risk to IOT Devices
Manipulation, Downtime, Damage

Network Backdoor
Lateral movement to other network elements
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• Antivirus is a baseline
• Use disk encryption
• Host based IPS
• NGAV enhancement
• EDR enhancement

• Mobile device management
• Secure container
• Mobile threat defense 

requirement is growing

Missing Piece

Log4j Spring Framework

Microsoft Print Nightmare

A lot more vulnerabilities on 
the Windows and Linux OS

50% devices are protected How about another 50% or even more?
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PROTECT IOT FROM 
INFRASTRUCTURE 
PERSPECTIVE
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VISIBILITY

Device Type 
and Nature

Communication
Flow

Device
Security Flaw

Network Threat Detection

Devices Discovery Engine

Firmware Security Assessment

InfinityXDR

Extensive visibility of your environment including the devices detail, security flaw, 
communication flow, and malicious intent activities

ENFORCEMENT

Zero Trust
Access Control

Virtual
Patching

Threat
Prevention

Device Run-time 
Protection

Quantum Network Security

Check Point Nano Agent

Automated access control and threat prevention applying zero-trust control 
with minimal effort

RESPONSE

Automated
Triage

Customizable
Playbook

Interactive Investigation

Crisis
Management

AI-Powered Analysis - InfinityXDR

SOAR

Automated response processes that dramatically reduce your response times
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Security 
Operation 

Center
Smart Building/Office Devices

Industrial Control Systems

Medical Devices

General IoT

Hospital

?

?

?

?

?

Security Gateway

IoT Discovery 
Engine

1

3

Security Management

Indicators

4

Network Threat 
Detection2

Security Policies

▪ Device Attributes
▪ Risk
▪ Security Flaw
▪ Baseline Security Policy

Events

Events

Actions
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SECURE BY DESIGN
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Software and hardware 

development that seeks to make 

systems as free of vulnerabilities 

and impervious to attack as 

possible
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Telemetry
Data 

Device 

Console App

App Backend
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Weak/Known Credentials

Known Vulnerabilities (CVEs)

SW Misconfigurations</>

Suspicious Listed Domains

Unsecured Private Key
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Security Built into Device

Cloud Based Management

❑ Access Control
❑ Memory corruption
❑ Shell injection
❑ Import table hijacking
❑ Control flow hijacking

Any Linux OS
- ARM32 / ARM 64
- X86 64bit

Storage & RAM Starting at 1MB

ON DEVICE RUNTIME SELF-PROTECTION
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SECURITY & VULNERABILITIES 
ANALYSIS

PRIVACY ISSUE 
ANALYSIS

Analyze and Identify Ricks in the Mobile App
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SECURITY SDK 
INTEGRATES WITH APP

SDK SCAN FOR 
THREATS

APP ENABLES 
BUSINESS LOGIC

Add Security Logic into your Mobile App 
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Identify
Bad

Coding

Remove
Vulnerable

Dependencies

Container
Image
Scan

IaC
Template 

Scan

Identity 
Entitlement

Management

Workload
Runtime 

Protection

Continuous 
Posture 

Management

Auto
Remediation

Data Enrichment 
and Correlation

Build Deploy Operate

Security measurement at every stage of SDLC
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CASE 
SHARING
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PHYSICAL & CYBER security COMBINED

CYBER PROTECTION ENABLED

Ensure Valid 
Device Operations

Malware Execution 
Prevention

Privacy & User 
Data Protection

Network Exploit 
Prevention
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DEVICE RUNTIME PROTECTION FOR 5G CPE

5G CPE

Check Point
Nano Agent

Check Point
Firmware Security 

Assessment

Identify any potential risk in their 
firmware, integrate this capability into 

their development lifecycle

Device runtime protection (Powered by 
Check Point), increase their customer 

confidence to use their product
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• On-device runtime protection

• Minimal impact on device performance

• 100% firmware coverage (including 
3rd-party components)
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