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YOU DESERVE THE BEST SECURITY

SECURE BY DESIGN - THE
FOUNDATION OF IOT |
SECURITY

Kev Hau | Head of Security Engineering, North Asia
Cybersecurity Bvangelist, Office of CTO




workplace productivity
47% improvement 44%
product and service quality operations reliability increase
improvement @

IUT CRE ATED ) y . ..‘\.\ \ﬁ assetpmduiiilﬁlityincrease
POSSIBLE IMPACT §é > o. C1oT @ 1= crmiince
T0 BUSINESSES = \ .' ® e, ~ ...

@
\ % o
22% 33%
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development cost reduction

Source: Top 7 loT Business Ideas and 10T Trends in 2019 (cleveroad.com)

°
& cHeckPoINT


https://www.cleveroad.com/blog/iot-trends

10T HELP WITH ESG PERFORMANCE

Inprove safety
Reduce energy use Reduce carbon

Reduce pollution Waste reduction

Environmental Sodial (Governance
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|0T DEVICES ARE
EASY TO HACK INTO

Run on Legacy 05

(@ ‘ Difficult to Patch

<] ‘ Nb Built-in Security

kxkx | Uhchanged Password

‘ Physically accessible
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LG ROBOT VACUUM

- HomeHack vulnerability
- Account takeover
- Spy on users hore activities
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ALL IN ONE PRINTER

- Fax number
- Device takeover
- Network backdoor

CANON DSLR CAMERA

-PIP
- Buffer overflow vulnerability
- Malicious firmnare install

- Encrypt the pictures
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CHECK POINT RESEARCH

PHILIPS HUE LIGHT BULB

- ZigBee protocal

- Remrote exploit

- Device (bridge) takeover
- Network backdoor



EXPLOIT
|OT VULNERABILITIES
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Risk to IOT Devices
Manipulation, Downtine, Darmage

Network Backdoor
Lateral moverrent to ather network elements
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CUSTOMER'’S SECURITY PROTECTION ON THEIR DEVICES
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- Antivirusisa ba.f;ellre . Mobile device rrenagenrent Mssing Fece
- Usedisk encryption :
- Secure container
+ Host based IPS . Mobilethreat defense - —
+ N#Venhancement requirement is growing Alat more vnerahilities on

- HRenhancement

the Windows and Linux OS
Mcrosaoft Rrint Nghtrare

50% devices are protected How about anather 50% or even nore?
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VISIBILITY
ENFORCEMENT

RESPONSE
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Extensive visihility o your environment including the devices detail, security flaw
conmunication flow; and malicious intent activities

Automated access contral and threat prevention applying zero-trust control
with minimel effort

Autormated response processesthat dramtically reduce your response times



Device Attributes
Risk ’

E Security Flaw CORRELATION MACHINE
i Baseline Security Policy RULES LEARNING
i BEHAVIOR
i i DETERMINISTIC ANALYTICS
loT Discovery
Engine Network Threat
g Detection CUSTOM
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Security Policies

General loT
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SHOUREBY DESIGN



Software and hardware
development that seeksto make
systens as free of vulnerabilities
and iInpervious to attack as

possible



Improve Risk Improye Businesg
Management Workflgy
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UNCOVER DEVICE-SPECIFIC SECURITY RISKS

Weak/Known Credentials

ASSESSMENT
REPORT

Known Vtinerahilities (OVES)

<> SNMsconfigurations

@)  Suspicious Listed Domains

Lhsecured Private Key
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ONDEEVICE RUNTIME SHLF-PROTECTION

NANO AGENT SECURITY
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Cloud Based Management

Security BLilt into Device
Storage &RAMSarting at IMB

Access Contral
Menory caruption
Shell injection

Irport table hijacking
Contral flow hijacking
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CONSOLE
APP




MOBILE APPLICATION SECURITY TEST
Analyze and |dentify Ricks in the Mohile App

SHOLRITY & VUUNERABILITIES PRVACY ISSLE
ANALYSS ANAYSS
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RUNTIME PROTECTION
Add Secunty Logic into your Mobile App
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APPLICATION
BACKEND



APPLICATION SECURITY
Security measurerent at every stage of I1.C

Operate

Remove laC Continuous
Vulnerable Template Posture
Dependencies Scan Management

Identity
Entitlement
Management

Identify
Bad
Coding

Auto
Remediation

Container Workload .
) Data Enrichment
Image Runtime .
) and Correlation
Scan Protection
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CloudGuard CloudGuard CloudGuard
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T R OVSION 1SR
CHECK POINT + PROVISION-ISR

Simple & Secure IP Surveillance for
Any Organization
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CASE IN HONG KONG:
DEVICE RUNTIME PROTECTIONFOR 56 CPE.

|dentify any patential nsk in their
firmware, integrate this capability into
their development lifecydle

Device runtime protection (Powered by
Check Point), increase their customer
confidence to use their product
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intel
EATFIEINDER
o+ *  On-device runtime pratection
& CHECK POINT
e  Mnimal inpact on device performrance

e 100% firmware coverage (including
3rd-party conponents)
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THANK YOU




