Cyberbay

A digital marketplace where you can

a BUG,Earn the TRUST



What is Bug Bounty?

A basic and initial step to explore cyber vulnerabilities
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A crowdsourcing initiative connects like-
minded cybersecurity talents (“bounty
hunters”) to facilitate sharing high quality
cyber advice for enterprises

A reward to bounty hunters who can find
security loopholes (“bugs”)

Allow to discover and resolve bugs before the
public aware the threat



Why Cyberbay Bug Bounty is safe & reliable?

Build trust among bounty hunters and enterprises through

Enforcement of in
sign up process to verify bounty hunters’
identity

Inspection can only be conducted

Intelligence “Lighthouse” technology to
bounty hunter activities in assessment
process



How we work?

Create a transparent and high quality cyber advice between bounty hunters and enterprises
with mutual trust

BOUNTY HUNTERS

Find Bugs
Discover & Accept U.se Lighthous.e.t.o record your Enjoy Reward
Search and register the right discovery activities of bugs, to . .
bounty missions to maximise your make your report eligible for Get paid, level up & pick up new
passion bounties skills!
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5 Get Notification Purchase Report
Define Bounty y
. . Be the first to know whenever Online preview & checkout
Specify websites you care and . B
. there are updates about your reports, while saving on bug
how much you are willing to At o R
bounty missions with full fixes
pay visibilities
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Creating a bug free cyber ecosystem

The Ist digital crowdsourcing and C2B bug bounty marketplace founded in Hong Kong and Asia Pacific

provide legitimate digital space for bounty hunters
to interact, re-skill, collaborate, and receive rewards
bounty missions

hunters

groom the young generation to offer world-class cybersecurity
joinithe eybersecurity workforce service with professional advice
at an affordable price

Young generation SMEs & startups
inHK & APAC



As a corporate user, you will experience...

@Cyberbuy Bounty Mission Bug Reports Dashboard Reward

Company A Complete your profile
Admin
Joined by Aug 2022 \) 100%
St ' ‘ @ 7/ EDIT PROFILE
Basic Info Profile & Account Setting List Bounty Mission

0

Onboarding in

$0

S, PAID BOUNTY

Find hidden vulnerabilities in your assets on Cyberbay!

We will cover your footprint while you are registering!
- $0

. $0
HIGH 0
o $0

LOW/MEDIUM o




As a corporate user, you will experience...

T ]
Hello, Admin - e o A
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Verify your new website/app
Please return to the profile page to verify your new website/app.

@ Bounty Details

The information you provide will help inform bounty scope and help us identify the right skills and experience among the
bounty hunters to ensure maximum bounty value.

Bounty Title ) [ Bounty Title
@ Bounty Title i L
Descriptive name for the bounty
program such as the name of your Date Range l DD/MM/YYYY @ End Date
company or the application that is The end date In date range
field is optional.

00 in GMT+8

® Looking for other service? Target URL ) | O www.eyberbaytech Select Asset Type

We don't cater Internal App or 10T = - Sl
at this moment, If you are looking. | www.cyberbaytech - Search - ‘
App!

for other service, please contact us

define your bounty

Threat intelligence to  ju——e

Select All

0O M8 O

forum.community cyberbaytech

)

careercyberbay.tech

aboutcyberbaytach (V)

Currently Selected Total Selected 3
@ www.cyberbaytech
@ career.cyberbay.tech

aboltcyberbaytech




As a corporate user, you will experience...

Full control on how /
when for payments

@ spending Limit
Set a maximum reward that your

organization would pay for an
exceptional submission.

@ Critical Reward

Critical error, flaw, fault, or problem
impacting business with direct
reputation, operation, finance and
litigation damages.

@ High Reward

High severity error, flaw, fault, or
problem impacting system
confidentiality, integrity, or
EVENELIIA

@ Low/Medium Reward

Generic error, flaw, fault, or
problem that impacts one of
functionality, performance,
usability, or security.

Reward Setting

Guide to set amount.
spending Limit ()
per bounty

s CRITICAL @
per bug

s HIGH O
per bug

LOW/MEDIUM ()
per bug

$100,000

—_ .

AVG. $5,000

Ed
AVG. $3,000

— @
AVG. $1000

MAX HKD1,000,000

MAX HKD1,000,000

MAX HKD1,000,000




As a corporate user, you will experience...

Zero upfront cost:

No bug, no pay

@Cyberbay

Reports

AVAILABLE 10  PURCHASED 6

Search by website domain

Bounty Mission

RETEST 2 ALl 18

(m]

Show: 10 results v

Select All | None

Critical information disclosure
URL https:/[cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL  httpsi//cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL  https//cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL https://cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL  https://cyberbay.tech

=] DATE 13 Oct 2022

Critical information disclosure
URL  https://cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL  httpsi//cyberbay.tech

= DATE 13 Oct 2022

Critical information disclosure
URL  https://cyberbay.tech
DATE 13 Oct 2022

Critical information disclosure
URL  httpsi//cyberbay.tech
DATE 13 Oct 2022

€ 1 2 3 4 B

sort Severity: High to Low

- CRITICAL

- CRITICAL

- CRITICAL

- HIGH

- HIGH

= LOW/MEDIUM

Dashboard

3 report selected

Critical information disclosure

Search is not triggered when clicking the search button

Bug capable of collapsing large parts of the system

Total Amount: HKD22,000

Reward

Clear Selection

HKD11,500

HKD7,000

HKD3,500




Shaping the future of cybersecurity

Crowd sourcing model:
VDP (vulnerability disclosure programme)

Eligibility of scope  Program declaration Recognition / Hall Gift / Rewards
& approach & ownership of Fame




Thank you!

Make digital transformation easier and safer for everyone




