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Amazon EC2

ec2.RunInstances

Instances Instances

Back to 2006, what would you think about this idea?
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A insecure service doesn’t delight customers, 

But a service hasn’t been shipped, it delights 
zero customers.
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Mission

We empower service teams 

to launch on schedule, 

with the right customer experience, 

with an appropriately high security bar
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Meeting appropriately high security bar
EC

2
 h

o
st

Classic virtualization

Console
(Dom0)



©  2022, Amazon Web Services, Inc. or its affiliates.

Raising the high security bar
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What are our priorities and

make trade-offs
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Own, run and secure

what you build
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Nourishing security ownership

“Two-pizza” teams

Own a service – build, run and secure

Minimize social constraints (Conway’s Law)

Retain autonomy to make decisions
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Incorporate security into builder lifecycle
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Working Backwards

Press Release

Visuals
FAQs
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Builders: Security ratio disparity

Builder 
teams

AppSec 
humans
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Embedding security into builder teams

Builder 
teams AppSec 

humans

= reduced time 
and findings

AWS Guardians program
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The Guardians program

We’ve trained ~2,000 software development 

engineers on how to think about security

Security reviews had 22.5% fewer medium- and 

high-severity findings discovered during an 

AppSec review, representing 15,973 fewer 

findings 

Security reviews benefitted from 26.9% less time 

to complete a security review end to end, 

yielding a savings of 210,216 total days



©  2022, Amazon Web Services, Inc. or its affiliates.

With the crowd, 

we’re stronger together 
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Millions
CUSTOMERS

Billions
DISTINCT CUSTOMER ACTIVITIES

Thousands
PRODUCT FEATURE REQUEST
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Millions
CUSTOMERS

Billions
DISTINCT CUSTOMER 

ACTIVITIES

Thousands
PRODUCT FEATURE REQUEST

Thousands
PARTITIONERS



©  2022, Amazon Web Services, Inc. or its affiliates.

Thank you!
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Dickson Yue

dyue@amazon.com

https://www.linkedin.com/in/dicksonyue/
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