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Topic of discussion

How can anti-phishing be improved by including the ‘crowd’?
Who are the ‘crowd’?

What problem does it solve that is otherwise unsolvable?
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New Cybersecurity Initiative by Singapore Government

% Top Stories  LatestNews  Discover  Singapore Asia  Commentary  Sustainability =~ CNAlnsider  Lifestyle ~ Watch Listen +AliSectons S R Q

Singapore

Singapore sets up ransomware task force to
tackle rising threat on businesses

Ransomware has become a growing concern for businesses in Singapore, with the number of
cases rising by 54 per cent between 2020 and 2021.

Businesses will also get an exira incentive to improve their cybersecurity practices,
as the CSA plans to rate their Internet hygiene in a table published on a "regular qil Haziq Mahmud

s | @AqgilHazigCNA
basis".

Towerzozzi0:04AM
(Updated: 19 Oct 2022 12:19PM)

poo®  These include important Internet security protocols like HTTPS to secure website
communications between parties, DNSSEC to prevent DNS spoofing, hijacking and
cache poisoning, and DMARC to prevent email spoofing.

Businesses will be given a green fick, yellow tick or red cross, depending on how

< /J CSC many |Internet best practices they have implemented.

https://www.channelnewsasia.com/singapore/ransomware-task-force-singapore-internet-cybersecurity-practices-3014046



We Live Under Two Systems: Network and Inter-Network

NETWORK SECURITY INTER-NETWORK SECURITY
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Two Types of Phishing Attacks

Corporations most likely have invested in:

Firewall

Anti-phishing email gateway

Domain detection
DMARC

PII / credentials

Money

Malware

Direct attack to the
company network

Firewall

C/)csc

Direct attack on
clients and partners
pretending to be
your brand

MAJORITY
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Example: Phishing Using Your Brand

-
r " [ gy a0 Y [ Gengin Revantiar oy &

L rrasigecghecom

i
World Health Organization O % >
Google | D ’

Click here to enable deskiop notifications tor Gmall. Learn mere Hide
Gmail - - 0 0 B .- W - —_ {*%E World Health

Organization

f mboxpy

Re:SAFTY CORONA VIRUS AWARENESS WHO

B Lumdsity com - Ged smartér, think faster - Train your brain with Lumosity, the personal trainsr designed

Dear Sir,

Srarned Go through the attached document on safety measures regarding the
Imporiam spreading of corona virus
Chats
Zani Mail
s : Click on the button below to download
Al hdail
Saam Safety measures
w0 Symptoms common symptoms include fever.coughcshortness of breath and
) ) breathing difficulties.
gavar
joct i Your account for everything Apple. Regards,

2300000 s Dr. Stella Chungong m
e Specialist wuhan-virus-advisory
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Chinese Phishing Case From CitizenlLab

w * POLITICS < ECONOMY

Chinese Hackers Blamed fo

AUS congessonsd mpor! siessed
Rachers were e lhaly culprm o)

trasurarce Corporadon 7N

@V CHINA |

chinadagitaltimes|.]net
instead of
chinadigitaltimes.net
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of e FOC compoens by »

Mi3y Wt sore e aers Tad |
" Wednessay t Pe w8
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Username or Email Address

Password

OR

Log in with WordPress.com

Lost your password?

= Back to China Digital Times (CDT)

https://citizenlab.ca/2017 /07 /insider-information-an-intrusion-campaign-targeting-chinese-language-news-sites/



Chinese Phishing Case From CitizenlLab

Organization Fake Domain Registered  Site contents copied Confirmed targeting Purpose Hosted by HK based hosting provider
N L Cloudie HK

China Digital Times X X X Phishing

Mingjing News [aX Recon

HKO1 X Malware

Bowen Press X X Unknown

Epoch Times X Unknown
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File Certificate Details

TEImEFRRARAT

Serial: 5T be 1a00d2e59bdb d1 95 24 aa al Te d9 3b

AdobeUpdate20160703.exe 3
Valid From: Thursday, November 19, 2015 5:45:01 PM

Index of /Adobe/update

Valid To: Saturday, November 19, 2016 5:45:01 PM

Name Last modified Size Description

FllmFER/ AREERELT

¥ Parent Directory

(03 20160703/ 04-Jul-2016 17:10

£320160812/  04-JuF201617:10 - Adobelpdate20160812.exe Valid From: Monday, June 15, 2015 4:00:00 PM
0320161201/ 04-Jul-2016 17:10

Serial: 68 be ¢5c0264c ¢9 09 6d 2f b2 0a 98 86 9 4d

Valid To: Thursday, June 15, 2017 3:59:59 PM

Apache/2.2.9 (APMServ) PHP/5.2.6 Server at www.bowenpress.org Port 80
Elex do Brasil Participacbes Ltda

AdobelUpdate20161201.exe Serial: 06 T1ee 52 Gach6f9be2 01f5a8e2 03 ¢4 1c

Netwire RAT
e WIre AdobeUpdate20170312.exe Valid From: Sunday, April 12, 2015 4:00:00 PM

(RemOte ACC@SS TOO]) Valid To: Wednesday, July 12, 2017 3:59:59 PM



Why is it Hard to Detect This?

chinadagitaltimes].]net

<

DOMAIN MONITORING

What if they use another
domain that is hard to detect?

C/)csc

hXXp://43.240.14.37/

X

EMAIL TRAPS
What if this is distributed via
private or social channels

* Telegram <+ WeChat
« SMS * Facebook®
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The Nature of Phishing Attacks

* Phishing is defined as part of DNS ABUSE

* Recognized by the Internet Industries
* J[CANN
* UN’s Internet Governance Forum (IGF)
: INTA Study on
* Internet Society (ISOC) Domain Name System (DNS) Abuse

* A high priority by global governments

* One of the highest priorities in GAC
(Government Advisory Committee)
within ICANN

C/)csc



Domain as a Cornerstone of Phishing Attack

* Telegram phishing group - Chinese

* Sending out all the different
variations of domains to be used
to phish against “Amazon”

* Typo
* Fuzzy
 Cousin

IDN homoglyph

C/)csc

638 subscribers

< 158

i Pinned Message #4

A BFFIEZBARIARE S, BRBORE..

et = o 13T Fm—
N BRI IEARS
. "amazona", "amazonb",
"amazonc", "amazond",
"amazonf", "amazong", "amazonh",
"amazonj", "amazonk",
"amazonl", "amazonm", "amazonn",
"amazono", "amazonp", "amazonq",
"amazonr", "amazons", "amazont",
"amazonu", "amazonv", "amazonw",
"amazonx", "amazony", "amazonz",
"gmazon", "alazon", "aoazon",
"aiazon", "aeazon", "a-azon",
"amczon", "amezon", "amizon",
"amgzon", "amaxon", "amaron",
"amajon", "amaznn", "amazmn",
"amazkn", "amazgn", "amazoo",
"amazol", "amazoj", "amazof",
"xn--amazo-bye", "xn--mzn-
gdbb5665b", "xn--rnzon-qwac",
"xn--nnzon-gqac", "xn--mazn-
poa3507b", "xn--mzn-gdbb128c",
"xn--mzn-80ab770c", "xn--
mazn-43d36r", "xn--amzom-sqga",
"xn--mzon-koalq", "xn--mzon-
zna7186b", "xn--mzon-0mb6835b",
"xn--mzon-53d6271b", "xn--mzon-
znab5a", "xn--amzn-moa3i",
"xn--amzor-sqga", "xn--mazn-2nd66n",
"xn--amzn-x0b6r",
"xn--azon-boa162c", "xn--rrzon-sccc",

"xn--aazo-qd5ad",
"YNeecam7n-AARNN2K" "vn.-

o < 638 subscribers

=2 : Pinned Message #4
== 1

BH: EF T TEERABIARS R, BRBOE...

g () Leave a Comment >

"xn--mazn-4na792d", "xn--mzor-p5bb",
"xn--maon-19a352c",

"xn--azon-qzbh113a", "xn--mzon-p5bb",
"xn--zon-mnba9242b",

"xn--arnzon-rta", "xn--amzn-ngb020c",
"Xn--aazon-w7a",

"xn--rrzon-lrac", "xn--arnzon-yta", "xn--
mzn-hnalfb",

"xn--annazn-0xa", "xn--mzon-goa80t",
"xn--mzon-zna181d",

"xn--amaor-x59a", "xn--
mazn-2nd2042b", "xn--mzon-zmb10f",

"xn--mzon-0sa460", "xn--amaom-x59a",
"xn--mon-llab23g",

"xn--mzon-0nae", "xn--arazon-q6c¢",
"xn--azon-gse5238a",

"xn--mazo-zsa80b", "xn--mazn-pzb5c",
"xn--aazor-919a",

"xn--aazom-919a", "xn--azon-0na91v",
"xn--mzn-hna60iba",

"xn--amzn-hoa962c", "xn--mon-
gdbb0903b", "xn--aaz0On-ipc",

"xn--mzon-goa01l", "xn--amzn-1sa513b",
"xn--mzn-tlab34i",

"xn--aman-dve1338a", "xn--mazn-
zsa3786b", "xn--anzon-swa",

"xn--mazo-4na21d", "xn--aman-sqa53f",
"xn--mzOn-4nab",

"xn--mzon-fse1570b", "xn--nzon-9nab",
"xn--amzn-1sa770c",

=




New Engine Developed To Address Next-Generation

Domain Monitoring

Basic

**N
.
&

®

_J
| ]
ExacF mz;tclh:bcslcgloballm'com Exact match: cscglobal123.com Fuzzy: cscglobal.com
[glgl?lfsfg OCZ _.comD  Variati Typo: csbglobal.com Homoglyphs: éscglobal.com
W'lcﬁgé\ lhnlese 71‘”}2’“1’" ariation IDN: Z£[F] A\ Chinese Domain Variation Homophones: siesiglobal.com
Hidcard searchn: csc/lobal.com Wildcard Search: csc?lobal.com Cousin: cscglobal.jp

Regex: csceglobal.com AND Left side, Rightside....
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What if They Send It Through Private Channels?

Singapore Airlines warns of phishing scam promising free
plane tickets

Today

& Messages to this chat and calls are now
secured with end-to-end encryption. Tap for
more info.

Singapore Airlines is giving away
Free tickets to celebrate its 70th
Anniversary . Get your free tickets
at : http://www.singaporeair.com-
ticketsfree.win

A WhatsApp message included a link to a website masquerading as SIA's own, which offered free tickets as prizes before asking for
personal data. PHOTO: ST READER
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Capturing Phishing Via Private Channel

* No active monitoring possible

* Method is to cooperate with the

brand with weblog integration I P
<_
* The phishing page requests an { 4@
element or circles back to the VIGHIM.  FEHSH FAGE Phish

1 Request to detected:

real Slte O — ﬁ real page q > @
O take.down

* The scammer tests the page activated

before the phishing campaign
1s sent

Log

analysis
Request by CSC

WEBLOG

* Redirect victim back to real site
to lower their awareness

( /J C S C Proprietary and Confidential



Phishing Kit Promotion by Chinese Phisher “CVV"

o
cw BRI ER

954 subscribers

BUYMA =)

PORYER O AP ITANNELNTNETA,

( e i
” B

BUYMA

vaa B8 2 2 e i B

BREOEH

SRIDERFR

HEES

Hn-KES

7 FEmEER
tFzus<a-F

ZON—-NEEZERTD

{FETG : @huinengl

FREE

210-0903

52313425567567

HFE —E/TUnRA Eh—E o5
XBAEGOILZY M- BRIHATEZE A

g =
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Back to the China Digital Times Case

We shhred these IP addresses with CDT to check if the addresses had visited the real CDT
website around the period of the phishing emails. We found that the Cloudie IP address
(45[.7]124[ .]24[.]139) visited the real CDT web site 42,000 times})n February 8 2017, during a
four hour period. The rate of the requests, user agents utilized, and information requested
indicates that[these Vvisits were attempts to enumerate HTTP paths on the website to test for

vulnerabilities. This scan occurred less than a week before the operators staged the phishing
page sentto CDT.

Phishing Server Log Analysis

Between February 14 and 28, 2017, a direct visit to the URL hxxp://43[.]24@[.]14[.]37 re-
turned a copy of the CDT homepage (see Figure 8).

( /J C SC Proprietary and Confidential



Benefits of Weblog Integration

<)

PREEMPTIVE CLOSER TO
DETECTION WaR Ea). WREED MEIRIES LIVE PROTECTION
Detect fraud as it’s being Identify fraud attempts Assess the number of Increased frequency in
configured and before a not found on regular potential victims derived weblog data sharing
phishing campaign is launched. fraud channels. from each scam. brings our clients closer

to live detection.
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1t Cooperation model:

Anti-fraud monitoring provider and brand owner

( /J C S C Proprietary and Confidential
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Fraud Protection Architecture

DATA COLLECTION
AND AGGREGATION

Honey pots
Zone file differentials

Fraud feeds, weblogs, abuse
inbox, images analysis,
search engine results

H B ¥

HONEY ZONE PARTNER
POTS FILES DATA FEEDS

N
7

MACHINE ANALYSIS,
CORRELATION, AND SCORING

Correlation, filtration, and
automation engines;
customer-specific rules applied
to crawled content

Source code fingerprint matching
technology scoring system

)

THREAT ANALYSIS AND  SMART SCORING
CORRELATION ENGINE ENGINE

A
7

PHISH VALIDATION AND
FORENSICS COLLECTION

Manual review based on
priority and customer request

Phish kit extraction,
collection points, source
code, screenshots, stolen

credentials
& r
]
V) »
soc FORENSICS DATA
VALIDATION COLLECTION

ENFORCEMENT TAKEDOWNS
AND INTERNET BLOCKING

vV 7 &

FRAUD ISP SIEM
NOTIFICATION

v 88

TAKEDOWN UDRP
ENFORCEMENT FILE

C/)csc
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Problems with Enforcement

R H aERES LS H
] [} ] ]
] ] ] ]
USER E— ISP —>, CDN |} —m> HOST i PLATFORM , CONTENT
" ; " '
] ] [} ]
A T N
]
]
]
]
]
. DNS trTTTrrees | pomaN
? | PROVIDER ? | REGISTRY
T H
] ]
DOMIAIN \ DOMAIN | DOMAIN
REGISTRAR i RESELLER REGISTRANT
] ]
] ]

DNS | ADDRESSING

Ref: DNS Abuse Institutes
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Problems with Enforcement

JESTTyeeSs H -
] ] 0 ]
] ] B ]
USER I — ISP —>! CDN |—mm> HOST i PLATFORM , CONTENT
‘ ' : :
] ] H []
PN T N
]
]
]
]
]
. DNS ftooTrmoees .| pomaN
? | PROVIDER ? | REGISTRY
T 3
] ]
DOMIAIN . DOMAIN DOMAIN
REGISTRAR i RESELLER , REGISTRANT
] ]
] ]

DNS | ADDRESSING

Ref: DNS Abuse Institutes
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CSC-Led Indusiry Cooperation

BTy T e
] 1
] ]
USER > ISP —3>! CDN |—m>
' '
] ]
PN
]
]
]
]
]
. pns | fTTTTmEseees N
? | PROVIDER ?

DNS | ADDRESSING
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HOST

T

DOMAIN
REGISTRY

7

DOMIAIN
REGISTRAR

----------

----------

DOMAIN
RESELLER

——————————

CONTENT

DOMAIN
REGISTRANT

Ref: DNS Abuse Institutes

Google® Chrome™
browser 65.52%

Effective termination
of the impact of
phishing: make it
unresolvable
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CSC-Led Indusiry Cooperation

USER —_—

ISP

v

DNS | ADDRESSING

DNS
PROVIDER

----------

--------

C/)csc

HOST

7

DOMAIN
REGISTRY

7

DOMIAIN
REGISTRAR

----------

..........

----------

DOMAIN
RESELLER

CONTENT

DOMAIN
REGISTRANT

Ref: DNS Abuse Institutes

Trusted notifier

Effective termination
of the impact of the
phishing itself:

make it unrevivable
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2"d Cooperation model:

Cooperation with browser to build
DomainCast network

( /J C S C Proprietary and Confidential
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3rd Cooperation model:

Cooperation with domain name industry to establish
Trusted Notifier network

( /J C S C Proprietary and Confidential
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Summary

1. Proper anti-phishing requires you to include securing your digital
identity as part of your cybersecurity posture

2. Phishingis a DNS Abuse - Critical to have advanced domain monitoring
in place

3. New cooperative mindset:

1. You and your anti-fraud partner - Share your weblog data to uncover
unmonitorable phishing attacks
2. Your anti-fraud partner and the industry - Blocking network + Trusted Notifier

( /J C S C Proprietary and Confidential



90
CSC

Questions?

Alban Kwan @ cscdbs.com
>4 alban.kwan@cscglobal.com m CSC Digital Brand Services
mw linkedin.com/in/albankwan/ , @cscdbs
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https://www.cscdbs.com/?utm_source=APACevent&utm_medium=ppt&utm_campaign=PwCHackaDay2022
https://www.cscdbs.com/?utm_source=APACevent&utm_medium=ppt&utm_campaign=PwCHackaDy2022
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
mailto:alban.kwan@cscglobal.com
https://www.linkedin.com/in/albankwan/

We Live Under Two Systems: Network and Inter-Network

NETWORK
ZERO frust

Primary concern: Intrusion prevention
OSI model
Created by ISO

« IDS

* Software patching

* End point security

* Malware

* Prevent phishing attacks to your employees
via firewall and email gateway

C/)csc

INTER-NETWORK
Trust

Primary concern: Identity abuse
TCP | IP model
Created by U.S. Department of Defense

* Domain hijacking or DNS Kaminsky attack

*  DNSSEC and DMARC deployment

*  HTTPS deployment strategy

* Fake social media, websites, and apps

* Phishing for login or PII from customers and
partners by mimicking your organization name
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