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Topic of discussion

How can anti-phishing be improved by including the ‘crowd’?

Who are the ‘crowd’?

What problem does it solve that is otherwise unsolvable?
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New Cybersecurity Initiative by Singapore Government

https://www.channelnewsasia.com/singapore/ransomware-task-force-singapore-internet-cybersecurity-practices-3014046
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We Live Under Two Systems: Network and Inter-Network

NETWORK SECURITY
INTER-NETWORK SECURITY
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Two Types of Phishing Attacks

Corporations most likely have invested in:

• Firewall

• Anti-phishing email gateway

• Domain detection

• DMARC 
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Example: Phishing Using Your Brand



Proprietary and Confidential

Chinese Phishing Case From CitizenLab

chinadagitaltimes[.]net
instead of 
chinadigitaltimes.net

https://citizenlab.ca/2017/07/insider-information-an-intrusion-campaign-targeting-chinese-language-news-sites/ 
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Chinese Phishing Case From CitizenLab

Hosted by HK based hosting provider
Cloudie HK 
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Chinese Phishing Case From CitizenLab

Netwire RAT
(Remote Access Tool)
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Why is it Hard to Detect This?

DOMAIN MONITORING

What if they use another 
domain that is hard to detect?

EMAIL TRAPS

What if this is distributed via 
private or social channels

• Telegram
• SMS

• WeChat
• Facebook®
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The Nature of Phishing Attacks

• Phishing is defined as part of DNS ABUSE

• Recognized by the Internet Industries
• ICANN

• UN’s Internet Governance Forum (IGF)

• INTA

• Internet Society (ISOC)

• A high priority by global governments
• One of the highest priorities in GAC 

(Government Advisory Committee) 
within ICANN
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Domain as a Cornerstone of Phishing Attack

• Telegram phishing group – Chinese

• Sending out all the different 
variations of domains to be used 
to phish against “Amazon”

• Typo

• Fuzzy

• Cousin

• IDN homoglyph



Proprietary and Confidential

New Engine Developed To Address Next-Generation 
Domain Monitoring

Basic

伪

3D

MLDS

伪

Exact match: cscglobal123.com
Typo: csbglobal.com
IDN: 美国人 Chinese Domain Variation
Wildcard Search: csc?lobal.com

Exact match: cscglobal123.com
Typo: csbglobal.com
IDN: 美国人 Chinese Domain Variation
Wildcard Search: csc?lobal.com
Regex: csceglobal.com

Fuzzy: cscg1obal.com
Homoglyphs: ćscglobal.com
Homophones: siesiglobal.com
Cousin: cscglobal.jp
AND Left side, Right side….
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What if They Send It Through Private Channels?
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Capturing Phishing Via Private Channel

• No active monitoring possible

• Method is to cooperate with the 
brand with weblog integration

• The phishing page requests an 
element or circles back to the 
real site

• The scammer tests the page 
before the phishing campaign 
is sent

• Redirect victim back to real site 
to lower their awareness



Proprietary and Confidential

Phishing Kit Promotion by Chinese Phisher “CVV”
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Back to the China Digital Times Case
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Benefits of Weblog Integration
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1st Cooperation model:  

Anti-fraud monitoring provider and brand owner
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Fraud Protection Architecture
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Problems with Enforcement
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Problems with Enforcement
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CSC-Led Industry Cooperation

Google® Chrome™

browser 65.52%

Effective termination 
of the impact of 
phishing: make it 
unresolvable
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CSC-Led Industry Cooperation

Trusted notifier

Effective termination 
of the impact of the 
phishing itself:
make it unrevivable
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2nd Cooperation model:  

Cooperation with browser to build 
DomainCast network
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3rd Cooperation model:  

Cooperation with domain name industry to establish 
Trusted Notifier network
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Summary

1. Proper anti-phishing requires you to include securing your digital 
identity as part of your cybersecurity posture

2. Phishing is a DNS Abuse – Critical to have advanced domain monitoring 
in place

3. New cooperative mindset:
1. You and your anti-fraud partner – Share your weblog data to uncover 

unmonitorable phishing attacks

2. Your anti-fraud partner and the industry – Blocking network + Trusted Notifier
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Questions?
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cscdbs.com

CSC Digital Brand Services

@cscdbs

Alban Kwan

 alban.kwan@cscglobal.com

linkedin.com/in/albankwan/

https://www.cscdbs.com/?utm_source=APACevent&utm_medium=ppt&utm_campaign=PwCHackaDay2022
https://www.cscdbs.com/?utm_source=APACevent&utm_medium=ppt&utm_campaign=PwCHackaDy2022
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
mailto:alban.kwan@cscglobal.com
https://www.linkedin.com/in/albankwan/
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We Live Under Two Systems: Network and Inter-Network

Primary concern: Intrusion prevention Primary concern: Identity abuse

OSI model TCP | IP model

Created by ISO Created by U.S. Department of Defense

• IDS
• Software patching
• End point security
• Malware
• Prevent phishing attacks to your employees 

via firewall and email gateway

• Domain hijacking or DNS Kaminsky attack 
• DNSSEC and DMARC deployment
• HTTPS deployment strategy
• Fake social media, websites, and apps
• Phishing for login or PII from customers and 

partners by mimicking your organization name

NETWORK

ZERO trust

INTER-NETWORK

Trust


